Central Management & Control (CMC)

Add-On Software for Centrally Managing Cruzer® Enterprise USB Flash Drives

Product Highlights

= Manages the complete lifecycle of company-
issued USB drives

= Protects against unauthorized use of sensitive
company data

= Tracks and audits activity for regulatory

compliance

With the increasing popularity of USB flash drives

as business tools, organizations have come to
realize the need for secure and reliable company-
issued devices such as SanDisk Cruzer Enterprise.
The fact remains, however, that keeping track of
mobile data coming in or leaving a company on

USB flash drives poses significant challenges for IT
departments. Since data stored on portable storage
devices is generally not covered by routine company
procedures, such as backup, encryption, or asset
management, it’s better to be safe than sorry by
instituting special safeguards to protect against loss
of sensitive company data.

Central Control, Increased Protection J

Cruzer Enterprise Central Management & Control
Server Software (CMC) is an innovative client-server
software solution that utilizes the unique hardware
and embedded software capabilities of Cruzer
Enterprise devices. The CMC device agent resides
on the USB drive, enabling corporate IT departments
to centrally manage company-issued Cruzer
Enterprise USB devices both inside and outside the

corporate environment.

SanJisk



Added Security For Corporate Networks /

CMC protects your corporate data by coordinating
the complete lifecycle of devices, from initial
user-deployment, through mundane tasks such

as password recovery and data backup, right
through to device termination. In this way, CMC
provides continuous enforcement of company
policy, tracking and monitoring activity beyond the
corporate network. By extending the visibility and
control over information in motion, you can rest
assured that the security of your corporate network
is in the safest hands of all — your own.

CMC Features /

Centralized deployment and provisioning

= Self-service provisioning to simplify large
deployments

= Integration with Active Directory to create device-
user association

= Centralized updates and configuration of all device
parameters

= Remote password administration

Enhanced device functionality

= Remote disable of lost drives

= Restricted operating environment prevents devices
from being used with unauthorized PCs

Auditing and asset management

= Full audit trail of files copied, modified or deleted
both on and off the network

= Complete monitoring and reporting of device
usage

Business continuity with seamless device backup

= Restore or recreate lost and stolen drives

System Requirements:

Server: Windows 2003 Server, Active Directory,
Microsoft SQL Server 2000

Client: Windows 2000 (SP4 or higher), Windows XP,
Windows Vista

SanDisk and the SanDisk logo are trademarks of SanDisk Corporation, registered in the United States and other countries.

Other brand names mentioned herein are for identification purposes only and may be trademarks of their respective holder(s).

©2007 SanDisk Corporation. All rights reserved. 7/07 80-11-01456

USA
Tel: +1-408-470-4440
Fax: +1-408-470-4470

Japan
Tel: +81-3-5423-8101
Fax: +81-3-5423-8102

Taiwan
Tel: +886-2-2515-2522
Fax: +886-2-2515-2295

China
Tel: :+86-755-8348-5218
Fax: +86-755-8348-5418

Korea
Tel: :4+82-2-3452-9079
Fax: +82-2-3452-9145

Europe
Tel: +33-(1)-43-37-2131
Fax: +33-(1)-43-37-2111

Rest of the world & Israel
Tel: +972-9-764-5000
Fax: +972-3-548-8666

For more information,
please visit
www.sandisk.com/enterprise
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